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Web Filter Profile Lab: 

 
 

Go to Policy & Objects > Object Configurations >Security Profiles>Web Filter there are 

preloaded four predefined web filters. 
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Custom URL Filter: 
To create URL filter, go to Policy & Objects > Object Configurations >Security Profiles>Web 

Filter and go to the Static URL Filter section. Enable URL Filter. 
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Under URL Filter, click Create New to display New URL Filter pane. Enter *facebook.com, select 

Wildcard, and select Action Block Also Status Enable finally, click OK button. 

 
 

URL Filter Type Description  

Simple FortiGate tries to strictly match the full context. www.facebook.com in the 
URL field, it only matches traffic with www.facebook.com. It won't match 
facebook.com or message.facebook.com. 

Regular 
Expression or 
Wildcard 

FortiGate tries to match the pattern based on the rules of regular 
expressions or wildcards. if enter *fa* in the URL field, it matches all the 
content that has fa such as www.facebook.com, message.facebook.com, 
fast.com, etc. 

 

Action Description  

Block Denies or blocks attempts to access any URL matching the URL pattern. 
FortiGate displays a replacement message. 

Allow The traffic is passed to the remaining FortiGuard web filters, web content 
filters, web script filters, antivirus proxy operations, and DLP proxy 
operations. If URL does not appear in the URL list, the traffic is permitted. 

Monitor Traffic is processed the same way as the Allow action. For the Monitor 
action, a log message is generated each time a matching traffic pattern. 

Exempt Traffic is allowed to bypass the remaining FortiGuard web filters, web 
content filters, web script filters, antivirus scanning, DLP proxy operations 
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Continue on the FortiManager GUI, click Policy Packages, Click HQ-FW>Firewall Policy. Select 

the first policy at the top of the list, and then click Edit.    

 
 

Click the Security Profiles check box. Configure Web Filter Profile and SSL/SSH Inspection and 

click OK.
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Install the Policy: 
Continue on the FortiManager GUI, click Install>Install Wizard. 

 
 

Select Install Policy Package & Device Settings. Conform that the HQ-FW policy package is 

selected. And then click Next. 

 
 

Confirm that the HQ-FW device is selected, and then click Next. 
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Click Install Preview to see changes that will be applied to FortiGate. Click Close on the Install 

Preview page. Click Install. 

 
 

Once done click Finish. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

mailto:ahmadalimsc@gmail.com


 

7 | P a g e  Created by Ahmad Ali E-Mail: ahmadalimsc@gmail.com , WhatsApp: 00966564303717 
 

Verification & Testing: 
Validate the URL filter results by going to a blocked website. Go to the Facebook website, you 

see the replacement message. 

 
 

To check web filter logs in the GUI, Go to Log & Report > Web Filter. 
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